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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, or claims in the application: 
Listing of Claims; 

1 . (previously presented) An apparatus comprising: 

a digest memory to store an isolated digest in a secure environment for an isolated 
execution mode, the secure environment being associated with an isolated memory area 
accessible by at least one processor, the at least one processor operating in one of a normal 
execution mode and the isolated execution mode; and 

an attestation key memory (AKM) device coupled to the digest memory to attest the 
isolated execution mode and prove validity of a program loaded into the isolated memory area 
using the isolated digest. 

2. (previously presented) The apparatus of claim 1 wherein the isolated digest 
includes at least a digest of one of a processor nub loader, a processor nub> an operating system 
nub> and a supervisory module loaded in an isolated execution space. 

3. (previously presented) The apparatus of claim 2 further comprising: 

an interface to map the device to an address space of a chipset in the secure environment; 

and 

a communication storage corresponding to the address space to allow the AKM device to 
exchange security information with the at least one processor, the security information including 
at least one of a static public key and a static key certificate, 

4. (original) The apparatus of claim 3 wherein the device accesses a chipset storage 
via the address space. 
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5. (original) The apparatus of claim 4 wherein the communication storage 
comprises: 

a configuration storage to store device configuration information. 

6. (original) The apparatus of claim 5 wherein the communication storage further 
comprises; 

a status register to .store device status of the device; 

a command register to store a device command for a command interface set; and 
an input/output block (IOB) to store input and output data corresponding to the 
command. 

7. (original) The apparatus of claim 6 wherein the configuration storage comprises! 
a public key storage to store the static public key; 

a key certificate storage to store the static key certificate; and 
an interface set storage to store an interface set identifier, the interface set identifier 
identifying a command interface set supported by the device. 

8. (original) The apparatus of claim 7 wherein the configuration storage further 
comprises: 

a manufacturer identifier storage to store a manufacturer identifier; and 
a revision storage to store a revision identifier. 

9. (original) The apparatus of claim 7 wherein the command interface set is an 
initialization set, the initialization set supporting a reset command and a connect command. 

1 0. (original) The apparatus of claim 7 wherein the command interface set is an 
attestation set, the attestation $et performing at least one of a public key enumeration, a key 
certificate enumeration, and a signing operation. 
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11. (original) The apparatus of claim 10 wherein the status register comprises: 

a connection field to provide a connection status to indicate that the device is responsive 
to the connect command; and 

an estimate field to provide an estimate of processing time for an operation specified in 
the command* 

12. (original) The apparatus of claim 11 wherein the status register further comprises: 
a self -test field to indicate status of a self test in response to the reset command. 

13. (original) The apparatus of claim 10 wherein the public key enumeration 
enumerates an additional public key other than the static public key. 

14. (original) The apparatus of claim 10 wherein the key certificate enumeration 
enumerates an additional key certificate other than the static key certificate* 

15. (original) The apparatus of claim 10 wherein the sign operation generates a 
signature to attest validity of the secure environment using a private key provided by the chipset. 

16. (original) The apparatus of claim 15 wherein the signature corresponds to signing 
a chipset parameter. 

17. (previously presented) The apparatus of claim 16 wherein the chipset parameter 
is one of a processor nub loader hash, a chipset hash log, a software hash, and a nonce, 

18. (previously presented) The apparatus of claim 17 wherein the processor nub 
loader hash and the chipset hash log are stored in the chipset storage. 

T>oclcei No: 042390.P8629X Page 4 of 21 TVN/tn 



PAGE 8/25 * RCVD AT 2/28/2005 8:09:50 PM (Hasten Standard Time] t SVfcUSPTO-EFXRF-1/1 1 DNIS:8729306 * CSD7145573347 * DURATION (mm-ss):07-02 



FEB-28-2B05 17:11 FROM : BSTZ 



7145573347 



TOrUSPTO 



P.9'25 



App)- No. 09/672,602 

Amdt Dated February 28, 2005 

Reply to final Office action of January 11. 2005 

19. (previously presented) The apparatus of claim 18 wherein the software hash and 
the nonce are provided by a processor nub. 

20. (original) The apparatus of claim 3 wherein the device accesses a remote server 
via the address space. 

21. (previously presented) A method comprising: 

storing an isolated digest in a digest memory in a secure environment for an isolated 
execution mode, the secure environment being associated with an isolated memory area 
accessible by at Jea$t one processor, the at least one processor operating in one of a normal 
execution mode and the isolated execution mode; and 

attesting the isolated execution mode and proving validity of a program loaded into the 
isolated memory area using an attestation key memory (AKM) device and the isolated digest. 

22. (currently amended) The method of duim 21 wherein the isolated digest includes 
at least a digest of one of a processor nub loader, a processor nub, an operating system nub, and a 
supervisory module loaded in an isolated execution space. 

23. (currently amended) The method of claim 22 further comprising: 

mapping the AKM device to an address space of a chipset in the same environment; and 
exchanging security information between the AKM device and the at least one processor 

via a communication storage corresponding to the address space, the security information 

including at least one of a static public key and a static key certificate. 

24. (original) The method of claim 23 wherein the device accesses a chipset storage 
via the address space. 
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25. (original) The method of claim 24 wherein exchanging comprises: 
storing device configuration information in a configuration storage. 

26. (original) The method of claim 25 wherein exchanging further comprises: 
storing device status of the device in a status register; 

performing a device command corresponding to a command interface set to a command 
register; and 

storing input and output data corresponding to the command in an input/output block 

(IOB). 

27. (original) The method of claim 26 wherein storing in the configuration storage 
comprises: 

storing the static public key in a public key storage; 
storing the static key certi ficate in a key certificate storage; and 
storing an interface set identifier in an interface set storage., the interface set identifier 
identifying a command interface set supported by the device. 

28. (original) The method of claim 27 wherein storing in the configuration storage 
further comprises: 

storing a manufacturer identifier in a manufacturer identifier storage; and 
storing a revision identifier in a revision storage. 

29. (original) The method of claim 27 wherein performing the device command 
comprises performing a reset command and a connect command corresponding to an 
initialization set. 

30. (original) The method of claim 27 wherein performing the device command 
comprises performing at least one of a public key enumeration, a key certificate enumeration, 
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and a signing operation, the public key enumeration, the key certificate enumeration^ and the 
signing operation corresponding to an attestation set 

31. (original) The method of claim 30 wherein storing the device status comprises: 
providing a connection status to indicate that the device is responsive to the connect 

command; and 

providing an estimate of processing time for an operation specified in the command, 

32. (original) The method of claim 31 wherein storing the device status further 
comprises: 

indicating status of a self test in response to the reset command. 

33. (original) The method of claim 30 wherein performing the public key 
enumeration comprises enumerating an additional public key other than the static public key. 

34. (original) The method of claim 30 wherein performing the key certificate 
enumeration comprises enumerating an additional key certificate other than the static key 
certificate. 

35. (original) The method of claim 30 wherein performing the sign operation 
comprises generating a signature to attest validity of the secure environment using a private key 
provided by the chipset. 



36. (original) The method of claim 35 wherein the signature corresponds to signing a 
chipset parameter. 
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37. (previously presented) The method of claim 36 wherein the chipset parameter is 
one of a processor nub loader hash, a chipset hash log, a software hash, and a nonce. 

38. (previously presented) The method of claim 37 wherein the processor nub loader 
hash and the chipset hash log are stored in the chipset storage. 

39. (previously presented) The method of claim 38 wherein the software hash and the 
nonce arc provided by a processor nub. 

40. (original) The method of claim 23 wherein the device accesses a remote server 
via the address space. 

41. (pre viousl y presented) A computer program product comprising: 

a machine readable medium having program code embedded therein, the computer 
program product comprising: 

computer readable program code to store an isolated digest in a digest memory in a 
secure environment for an isolated execution mode, the secure environment being associated 
with an isolated memory area accessible by at least one processor, the at least one processor 
operating in one of a normal execution mode and the isolated execution mode; and 

computer readable program code to attest the isolated execution mode and proving 
validity of a program loaded into the isolated memory area using an attestation key memory 
(AKM) device and the isolated digest. 

42. (previously presented) The computer program product of claim 41 wherein the 
isolated digest includes at least a digest of one of a processor nub loader, a processor nub, an 
operating system nub, and a supervisory module loaded in an isolated execution space. 
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43. (previously presented) The computer program product of claim 42 wherein the 
computer program product further comprising: 

computer readable program code to map the AKM device to an address space of a 
chipset; and 

computer readable program code to exchange security information between the AKM 
device and the at least one processor via a communication storage corresponding to the address 
space, the security information including at least one of a static public key and a static key 
certificate. 

44. (original) The computer program product of claim 43 wherein the device 
accesses a chipset storage via the address space. 

45. (previously presented) The computer program product of claim 44 wherein the 
computer readable program code to exchange comprises: 

computer readable program code to store device configuration information in a 
configuration storage. 

46. (previously presented) The computer program product of claim 45 wherein the 
computer readable program code to exchange further comprises: 

computer readable program code to store device status of the device in a status register^ 
computer readable program code to perform a device command corresponding to a 

command interface set to a command register; and 

computer readable program code to store input and output data corresponding to the 

command in an input/output block (IOB). 

47. (previously presented) The computer program product of claim 46 wherein the 
computer readable program code to store in the configuration storage comprises: 

computer readable program code to store the static public key in a public key storage; 
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computer readable program code to store the static key certificate in a key certificate 
storage; and 

computer readable program code to store an interface set identifier in an interface set 
storage* the interface set identifier identifying a command interface set supported by the device. 

48. (previously presented) The computer program product of claim 47 wherein the 
computer readable program code to store in the configuration storage further comprises: 

computer readable program code to store a manufacturer identifier in a manufacturer 
identifier storage; and 

computer readable program code to store a revision identifier in a revision .storage. 

49. (previously presented) The computer program product of claim 47 wherein the 
computer readable program code to perform the device command comprises computer readable 
program code to perform a reset command and a connect command corresponding to an 
initialization set* 

50. (previously presented) The computer program product of claim 47 wherein the 
computer readable program code for to perform the device command comprises computer 
readable program code to perform at least one of a public key enumeration, a key certificate 
enumeration, and a signing operation, the public key enumeration, the key certificate 
enumeration, and the signing operation corresponding to an attestation set. 

51. (previously presented) The computer program product of claim 50 wherein the 
computer readable program code to store the device status comprises; 

computer readable program code to provide a connection status to indicate that the device 
is responsive to the connect command; and 

computer readable program code to provide an estimate of processing time for an 
operation specified in the command. 
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52. (previously presented) The computer program product of claim 51 wherein the 
computer readable program code to store the device status further comprises: 

computer readable program code to indicate status of a self test in response to the reset 
command 

53. (previously presented) The computer program product of claim 50 wherein the 
computer readable program code to perform the public key enumeration comprises computer 
readable program code to enumerate an additional public key other than the static public key. 

54. (previously presented) The computer program product of claim 50 wherein the 
computer readable program code to perform the key certificate enumeration comprises computer 
readable program code to enumerate an additional key certificate other than the static key 
certificate. 

. 55. (previously presented) The computer program product of claim 50 wherein the 
computer readable program code to perform the sign operation comprises computer readable 
program code to generate a signature to attest validity of the secure environment using a private 
key provided by the chipset 

56. (original) The computer program product of claim 55 wherein the signature 
corresponds to signing a chipset parameter, 

57. (previously presented) The computer program product of claim 56 wherein the 
chipset parameter is one of a processor nub loader hash, a chipset hash log, a software hash, and 
a nonce. 
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58. (previously presented) The compuLer program product of claim 57 wherein the 
processor nub loader hash and the chipset hash log are stored in the chipset storage. 

59. (previously presented) The computer program product of claim 58 wherein the 
software hash and the nonce are provided by a processor nub. 

60. (original) The computer program product of claim 43 wherein the device 
accesses a remote server via the address space. 

6 1 , (previously presented) A system comprising: 
an attestation key memory (AKM) device; 

at least one processor operating in a secure environment, the at least one processor haying 
one of a normal execution mode and an isolated execution mode; 

a memory coupled to the at least one processor, the memory having an isolated memory 
area accessible to the at least one processor in the isolated execution mode; and 

a chipset coupled to the at least one processor and the memory, the chipset having a 
circuit, the circuit comprising: 

a digest memory to store an isolated digest used with the device to attest the 

isolated execution mode and prove validity of a program loaded into the isolated memory 

area. 

62. (previously presented) The system of claim 61 wherein the isolated digest 
includes at least a digest of one of a processor nub loader, a processor nub, an operating system 
nub, and a supervisory module loaded in an isolated execution space. 

63. (previously presented) The system of claim 62 wherein the circuit further 
comprises: 

an interface to map the device to an address space of the chipset; and 
Docket No: 042390.P8629X Page 12 of 21 TVN/tn 



PAGE 1 6125 1 RCVD AT 2/28/2005 8:09:50 PM [Eastern Standard Time] * SVR:USPT0€FXRF-1/1 * DN1S:8729306 * CSID:7145573M7 ' DURATION (imms):0742 



FEB-28-2005 17:13 FROM : BST2 



7145573347 



TO:LGPTO 



P. 17^25 



Appl No. 09/672,602 

AmdL Dated February 28. 2005 

Reply to final Office action of January 11, 2005 

a communication storage corresponding to the address space to allow the AKM device to 
exchange security information with the at least one processor, the security information including 
at least one of a static public key and a static key certificate. 

64. (original) The system of claim 63 wherein the device accesses a chipset storage 
via the address space. 

65. (original) The system of claim 64 wherein the communication storage comprises: 
a configuration storage to store device configuration information. 

66. (original) The system of claim 65 wherein the communication storage further 
comprises: 

a status register to store device status of the device; 

a command register to store a device command for a command interface set; and 
an input/output block (IOB) to store input and output data corresponding to the 
command. 

67. (original) The system of claim 66 wherein the configuration storage comprises: 
a public key storage to store the static public key; 

a key certificate storage to store the static key certificate; and 
art interface set storage to store an interface set identifier, the interface set identifier 
identifying a command interface set supported by the device. 

68. (original) The system of claim 67 wherein the configuration storage further 
comprises: 

a manufacturer identifier storage to store a manufacturer identifier; and 
a revision storage to store a revision identifier. 
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69. (original) The system of claim 67 wherein the command interface set is an 
initialization set, the initialisation set supporting a reset command and a connect command. 

70, (original) The system of claim 67 wherein the command interface set is an 
attestation set, the attestation set performing at least one of a public key enumeration, a key 
certificate enumeration, and a signing operation. 

7h (original) The system of claim 70 wherein the status register comprises: 

a connection field to provide a connection status to indicate that the device is responsive 

to the connect command; and 

an estimate field to provide an estimate of processing time for an operation specified in 

the command. 

72. (original) The system of claim 71 wherein the status register further comprises: 
a self-test field to indicate status of a self test in response to the reset command. 

73. (original) The system of claim 70 wherein the public key enumeration 
enumerates an additional public key other than the static public key. 

74. (original) The system of claim 70 wherein the key certificate enumeration 
enumerates an additional key certificate other than the static key certificate. 

75. (original) The system of claim 70 wherein the sign operation generates a 
signature to attest validity of the secure environment using a private key provided by the chipset. 

76. The system of claim 75 wherein the signature corresponds to signing a chipset 
parameter. 
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77. (previously presented) The system of claim 76 wherein the chipset parameter is 
one of a processor nub loader hash, a chipset hash log, a software hash, and a nonce. 

78. (previously presented) The system of claim 77 wherein the processor nub loader 
hash and the chipset hash log are stored in the chipset storage. 

79. (previously presented) The system of claim 78 wherein the software hash and the 
nonce are provided by a processor nub. 

80. (original) The system of claim 63 wherein the device accesses a remote server via 
the address space. 
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